As Internet of Things (IoT) can be broadly used in many fields, the security of IoT is gaining importance. In IoT, all the devices are connected. If a hacker manages to enter the network, he may access confidential datas. So for IoT, an information transmission security mechanism is essential in addition to the authentication mechanism. Beginning with the concept of IoT, its architecture and security issues, this paper analyzes various security mechanisms for IoT and the significance of cryptography in IoT. An efficient cryptographic algorithm "Blowfish" is selected based on several comparisons. A modification in Blowfish algorithm is presented by changing its Function module 'F'. Comparison of original and modified blowfish algorithm is done by implementing both in Xilinx Virtex-5 XC5VLX50T FPGA using Verilog HDL and found that modified algorithm is efficient than the original in terms of encryption time by 16.9% and throughput by 18.7%.
Introduction
The future internet enables us to have an immediate access to information about the physical world and its objects. As such, Internet of Things (IoT) has been introduced to integrate the virtual world of information and the real world of devices. IoT covers the infrastructure, which can be hardware, software and services, to support the networking of physical objects. IoT aims to provide a simple interaction between the physical world and the virtual world, by integrating a large numbers of real-world physical things into the Internet. IoT enables the communication and collaboration between people and things, and between things themselves without human intervention. It is Fig 1: Graphical representation of security challenges in Internet-of-Things [4] emerging as an attractive future networking paradigm, in which each physical object is mapped as one or more cyber entities that can interact with other cyber entities, enabling pervasive connectivity. Now a days, due to the technological advances in low-cost sensors, RFIDs, scalable cloud computing, and ubiquitous wireless connectivity, more and more physical objects and things are able to connect to the Internet and interact with the physical world around, which makes the Internet evolve to a new era, known as the IoT. Under the IoT, a vast amount of data, i.e., big data will be available and shared over the Internet among interested parties. We can extract more valuable and insightful knowledge about the state of objects or surrounding environment, and then have a better understanding and control over them, which will significantly improve the quality of our life. [1] . Unlike other network such as P2P, Grid, WSN, IoT is comprehensive and new network characterized by heterogeneous interconnection, intelligent perception, and multiple field application, and is of considerable interest in academia and industry. However, as a coin has two sides, the security risk is increasing rapidly due to its openness. [2] .
Security represents a critical component for enabling the widespread adoption of IoT technologies and applications.Without guarantees in terms of system-level confidentiality, authenticity and privacy, the relevant stakeholders are unlikely to adopt IoT solutions on a large scale. In the perspective of an open IoT eco-system, whereby different actors may be involved in a given application scenario, a number of security challenges do arise. [3] (Fig 1) 
IoT and its security

IoT Architecture
IoT architecture consists of three layers which are called perception, network, and application. The purpose of perception layer is to identify each thing in the IoT system. This is done by gathering information about each object. This layer contains RFID tags, sensors, cameras, etc. The second layer is the network layer. Network layer is the core of IoT. It transmits the information gathered by the perception layer. It contains the software and hardware instrumentations of internet network in addition to the management and information centers. The third layer is the application layer. The application layer's target is to converge between the IoT social needs and industrial technology (i.e. it can be considered as the middle tier between the industry technologies and how it can be controlled to cover the human needs). [5] 
Security for IoT based on its three layer architecture
Security analysis of the perception layer: The security problems faced in this layer includes nodes physical capture, capture gateway node, sensing information leakage, denial of service attacks, node replication attacks. Security issues of network layer: IoT faces the risks in existing communication network, including illegal access, data eavesdropping, confidentiality, integrity, man-in-the middle attacks, etc Security issues in application layer: The applications face many extra security issues and become particularly prominent, including data mining, data storage and backup, management and authentication mechanisms, information disclosure, privacy protection security issues etc. [6] Fig 2: Security construction of IoT in its 3 layer architecture [6] After analyzing the IoT construction layers of the existence of security problems, a safe tiered IoT construction is given, as shown in Fig 2. Physical security: is to ensure that the information collection node in the IoT is not destroyed deception and control. Information acquisition security: is to prevent the collection of information from eavesdropping, tampering, forgery and replay attacks, which is mainly related to sensing technology Information transmission security: is to ensure the process of information transmission data confidentiality, integrity, authenticity and availability of communication network security. Information processing security: is data storage, processing and access to the safety and security of cloud computing and middleware Information application security: is to ensure information privacy, the safety of usage, privacy protection, information leak prevention, and application security. [6] So information transmission security should ensure data confidentiality, integrity, and authenticity for secure data transmission in IoT. Therefore a security mechanism which satisfies these 3 is needed. 
Various security services
Classification of cryptographic algorithms [10] From table 1, cryptography can be used to handle multiple sets of problems that may occur in an IoT environment.
Cryptography for strengthening insecured channel in IoT
Cryptography ensures the privacy and non alteration of data etc. It is required, to keep the secrecy of communications over open channels and to prove the authenticity of an incoming message [8] . Cryptography is defined as the art of transforming a readable text (plain text) into an unreadable one (cipher text) which ensures data privacy. [9] . Classification of cryptographic algorithms is shown in figure 3 . Table 4 shows that of all algorithms, blowfish algorithm is more secured and have great encryption speed. AES  3DES  DES  RC2  RC6  BLOWFISH  -49  56  54  29  57  41  36  -59  38  48  33  60  24  36  -100  90  81  49  91  60  37  -247  112  111  47  121  77  45  -321  164  167  82  168  109  45  -694  210  226  144  262  123  46  -899  258  299  240  268  162  64  -963  208  283  250  295  125 [17] shows that, blowfish performs faster than DES, RC2, RC6 and AES. Blowfish performs approximately 4 times faster than AES and 2 times faster than DES. Also performance of Blowfish algorithm is inversely proportional to key size. If key size is increased, the performance will be decreased and viceversa. AES performs in slow compared with DES and Blowfish. Blowfish has the highest throughput. The table also shows that Blowfish use least memory compared to DES and AES.
Comparison of cryptographic algorithms
All the above comparisons show the superiority of blowfish algorithm. Of all algorithms, blowfish algorithm is the best in terms of execution time, avalanche effect, power consumption, memory usage, throughput, security etc. So blowfish algorithm is well suited for the secure data transmission in IoT.
Implementation of Blowfish Algorithm
Blowfish, a 64bit block cipher, is an excellent choice for encryption, since it is lightweight, public domain, and highly secure even after extensive analysis. There are two ways to implement the blowfish algorithm which are via software or hardware implementation. Compared to software implementation, hardware implementation has many advantages.
Secrecy of encryption key is of high importance in symmetric ciphers (Blowfish is a symmetric cipher). Software implementation of encryption algorithms donot provide ultimate secrecy of the key since, the OS on which encryption software runs is always vulnerable to attacks. Other advantages of hardware implementation compared to software implementation involve faster operation because of parallelism, highly secured etc. One type of hardware implementation is using hard-wired components, for example FPGA A graphical representation of the Blowfish algorithm appears in Figure 4 (a). This structure is known as Fiestal network. Graphical representation of F appears in Figure 4(b) . The function divides a 32-bit input into four bytes and uses those as indices into an S-array. The lookup results are then added and XORed together to produce the output. Because Blowfish is a symmetric algorithm, the same procedure is used for decryption as well as encryption. The only difference is that the input to the encryption is plaintext; for decryption, the input is ciphertext.
P is an array of eighteen 32-bit integers. S is a two-dimensional array of 32-bit integer of dimension 4x256. Both arrays are initialized with constants, which happen to be the hexadecimal digits of π (a pretty decent random number source). The P-array and S-array values used by Blowfish are precomputed based on the user's key. In effect, the user's key is transformed into the P-array and S-array. This process is known as sub-key generation. The key itself may be discarded after the transformation. The P-array and S-array need not be recomputed as long as the key doesn't change, but must remain secret. [18] To generate sub keys:-1. Initialize first the P-array and then the four S-boxes, in order, with a fixed string. This string consists of the hexadecimal digits of pi (less the initial 3). 2. XOR P1 with the first 32 bits of the key, XOR P2 with the second 32-bits of the key, and so on for all bits of the key (possibly up to P14). Repeatedly cycle through the key bits until the entire P-array has been XORed with key bits. 3. Encrypt the all-zero string with the Blowfish algorithm, using the subkeys described in steps (1) and (2). 4. Replace P1and P2 with the output of step (3). 5. Encrypt the output of step (3) using the Blowfish algorithm with the modified subkeys. 6. Replace P3 and P4 with the output of step (5). 7. Continue the process, replacing all entries of the P-array, and then all four S-boxes in order, with the output of the continuously-changing Blowfish algorithm.
Encryption:-Blowfish is a Feistel network consisting of 16 rounds. The input is a 64-bit data element, x. Divide X into two 32-bit halves: xL, xR For i = 1 to 16: xL = xL XOR Pi xR = F(xL) XOR xR Swap xL and xR Swap xL and xR (Undo the last swap.) xR = xR XOR P 18 xL = xL XOR P 17 Recombine xL and xR [18] [19] In modified blowfish algorithm, the original function module is modified. In the original function, output of Sbox 1 and 2 are added, and then it is XORed with the output of S-box 3. This XORed output is added with the output of S-box 4 to obtain F(xL). Addition here is modulo addition. In the modified function, two modulo addition operations in the original function are done in parallel. The outputs of S-box 1 and 2 and outputs of S-box 3 and 4 are added in parallel. Then their outputs are XORed to obtain F(xL). Modified function is shown in figure 5.
Modified Blowfish Algorithm
Results of Implementation
Simulations are carried out in Modelsim SE 6.5 and for synthesis Xilinx ISE 14.2 was used. The algorithm was implemented in Xilinx Virtex-5 XC5VLX50T FPGA.
Both original and modified blowfish algorithms were simulated using Modelsim SE 6.5 and the results are shown in figure 6 and 7. Same inputs (key and plaintext) are given to both algorithms for encryption. The difference in the ciphertext can be clearly seen. Similarly same inputs, which are key and ciphertext, are given to both algorithms for decryption. In figure 6 (a) and 7(a), x is the plaintext and y is the ciphertext, both of 64bits. Key_in is the input key of 448 bits. In figure 6 (b) and 7(b), x is the ciphertext and y is the plaintext. From table 6, it can be seen that modified blowfish algorithm gives better results than original blowfish algorithm in terms of encryption time, throughput, total on-chip power and device utilization
Conclusion
In this paper, we have explored security challenges and security mechanisms for IoT. By analyzing different security problems associated with IoT, major share of the same are occurring in the insecured channel which connects different IoT nodes or IoT nodes and WSN nodes. For providing information transmission security in the network layer, cryptographic techniques can be used. Of all the cryptographic algorithms, Blowfish algorithm is the best in terms of execution time, memory usage, throughput, power consumption, and security and thus well suited for IoT. Hardware implementation of original and modified Blowfish was done in Xilinx Virtex-5 XC5VLX50T FPGA using Verilog HDL. On comparing both, the modified one showed improvement in terms of encryption time by 16.9% and throughput by 18.7%. Implementation of modified Blowfish algorithm in an IoT environment will be persuaded as our future work.
